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INTRODUCTION

WHAT IT’S ABOUT

This isn’t your average IT book. Most IT books are written by techies for techies

and aren’t very accessible to non-techy business owners. 

Most IT books tend to be about technical issues, such as how to fix a broken hard

disk, or what to look for when upgrading your systems. I didn’t want to write a

book like that, partly because it wouldn’t be very good. 

I wanted to write a book that took a techie subject and made it accessible and

interesting to a non-techie audience. 

The Cloud, as it’s known, has exploded from a buzzword, past a fad and into a

legitimate technology that has quickly established itself as serious for businesses.

As with most “new” technologies, there is a right way and many wrong ways to

use them. There are also many myths that have cropped up. These myths serve to

confuse small business owners like you, who don’t have the budget or time to

waste  learning  the  truths  or  falsehoods  associated.  They  linger  because,

unfortunately, many small IT providers are as much in the dark as you are so are

unable to fully answer the questions you have.
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WHO’S IT FOR?

This book is written for you, the small business owner. 

If you employ between 5 and 30 people, this book is for you. 

If you are sick of paying for poor IT service, this book is for you. 

If you waste too much time and money on offices, travel, recruiting and service

clients, this book is for you. 

If you want your business to become cleaner and greener, beyond just changing

the type of printer paper you use, or recycling waste more, this book is for you. 

If you want to work in a way that feels like the future, with fewer restrictions,

more security and greater productivity, this book is for you. 

If  you’re  intrigued  at  the  prospect  of  a  book  that  fits  B  Movie  Sharknado

references into a techie / business topic, then this is for you also.

I wrote this book to be as simple and clear as possible so that you can quickly

dispel  the  myths,  learn the truths and embrace the massive opportunities  that

using the Cloud to become a Cloud First business can bring.

HOW TO READ IT
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Although each part and chapter works in its own right, there is an order that will

ensure you get the most from reading the book.

Part One shows you the problems with traditional IT and working the way you

always have.

Part Two explains the solution and how to put it in place for your business.

The chapters in Part Two can be taken individually, though I highly recommend

reading the Mindset chapter first, otherwise the rest of Part Two won’t make as

much sense and you won’t get the results you hope for. Mindset is all important

when it comes to Cloud adoption.

ABOUT ME

When  I  was  a  kid,  I  wanted  to  be  a  Naturalist,  (no  not  Naturist),  or  a

Conservationist and work with endangered animals around the world. It quickly
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became apparent that I was not good enough at science to get the required degree

and so would never  earn decent  money at  it,  so I  shelved those dreams and

stumbled through school not knowing what I wanted to do.

I left school in 1990 with the world at my feet and two awesome A-Levels (in

English Literature and Sociology)  in  my hands.  Sadly,  I  left  school  just  as a

major recession hit the UK economy and I spent about 9 months unemployed.

Eventually, I got a job in a corporate post room. After a year there, I fell into IT

when I had the opportunity to learn hardware repair from the company IT guy. I

enjoyed it, found I was good at it, and then embarked on a career in IT that would

take me over the next 20+ years and allow me to work in some of the world’s

largest corporations.  Employers such as Investment Bank Merrill  Lynch,  Law

firm  Hogan  Lovells,  Property  Manager  CB  Richard  Ellis,  and  IT  service

providers  taught  me that  companies  that  valued IT and looked ahead to  new

technologies really thrived.

In 2012 I had some realisations, which changed my direction. The first realisation

was that small businesses seemed to be receiving IT services that were nowhere

near the level that I was used to providing for large corporations. The second

realisation was that the Cloud was levelling the playing field, so that small firms

could now get those same corporate benefits, but at prices that made sense to

them. The third realisation was that small IT providers didn’t really understand

the Cloud so either ignored it or tried to rebadge their traditional products with an

“e-” at the beginning, to make them seem Cloud savvy. My final realisation was

that the Cloud could actually be a force for good. The savings in costs, energy
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usage and carbon output  available  to  small  businesses,  meant  that  in  helping

them, I’d also be helping the planet and fight Climate Change. This one was huge

for  me,  because  it  re-awakened my childhood  dream of  helping  to  conserve

nature, (again, not a Naturist). So with a spring in my step, and a song in my

heart, I launched Innovo Consulting and set out on my new path. Along the way

I’ve been bolstered and supported by my wife and two daughters, as well as a

few close friends.  I am forever grateful  to them, particularly as the transition

from IT nerd to business owner has been a pretty scary one.

I never thought I’d write a book as I thought no one would read it, (they still

might not!). But I’ve become something of a Cloud evangelist and can’t think of

a better way to get inside your head without boring you to tears, while blocking

your route to the coffee and biscuits at a business event.

OK, now you know about me, it’s time to turn the page and start your journey

from your current struggles to the future of work. Let’s go!
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Part One – Traditional IT is Broken

“Insanity: Doing the same thing over and over and expecting

different results” (Unknown)

“Technology can be our best friend, and the biggest party

pooper of our lives” (Steven Spielberg, Film Director)

14



CLOUD FIRST

1 Are You Doing IT Wrong?

“We cannot solve our problems with the same thinking we used

when creating them” (Albert Einstein, Physicist)

Chapter One is written to get your attention.   We’ll look at a scenario that may

sound exaggerated but is a mix of very real situations I have been involved with.

Parts  of  this  scenario may sound familiar  to  you.   If  so,  that’s  good because

you’ll  understand the benefits that come in Part Two that much more clearly.

Get your popcorn, this is going to be good.

When your business first starts, with only a few people, it’s easy to get by with

whatever IT choices you make. Rent your office space, buy each person a fancy

iMac, get your email setup, create Dropbox accounts to share files and maybe

buy a printer for the office. Perhaps you pay a local IT person to set it all up for

you, maybe you do it yourself. It may take a few hours, but it’s doable and it

works for you. The only time you really need to think about your IT is when it

goes wrong.

As your business grows,  particularly if you grow quickly,  this  setup starts  to

become less efficient. Tasks that were simple and quick with three people, take

much longer with ten. You’re not sure why, after all the IT kit you bought is new

and the people you hired know how to use it. You’re worrying more now because
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you have more clients coming on board, bigger projects to fulfil and you may

need to hire even more people. Each time you call your IT person out, he makes a

tweak or two or suggests you buy a new piece of kit.

Still  the problems continue. Your team are complaining that  they keep losing

their  connection  to  the  internet,  your  printers  have  stopped  responding.

Colleagues seem to be waiting longer and longer for replies to emails. 

Days pass without improvement. You blame your internet provider, who swears

blind that you are getting the service you paid for. They even send someone out

to run tests, who confirms exactly what you’ve been told over the phone.

Weeks go by and now you’re in danger of missing deadlines. It’s embarrassing to

have to tell clients and prospects that you’re having IT problems every time a

proposal is delayed, or presentation postponed.

You conclude your IT person is out of their depth, so you find another. All they

do is more of the same. They visit your office, run some tests, try all the things

you already know have no effect. They suggest you buy a different piece of kit,

so you do. But still, the problems persist.

Months later and your team are frustrated, maybe some are leaving for other jobs.

The stress of being unable to perform the simplest tasks becomes too much and

they lose faith in your ability as a leader. Is it too much to ask that they can print
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a proposal before they leave for a client meeting? Or update your website with

the latest product news?

Sadly, the worst is yet to come.

One morning you turn on the news, to find that the high winds and rain overnight

has caused chaos in the town around your office. Trees and telephone poles have

been  blown  down  and  flooding  has  closed  half  the  town.  Your  office  is

undamaged, so it seems, but is inaccessible. You call all your people to tell them

not to bother going into work. Then you realise that all your files and customer

information are on your computers at work, what will you do now?

You call your IT person, who reminds you that you have Dropbox for all your

files. You grab your iPhone and log onto your account. “Thank goodness... oh

wait. '' Your heart sinks as you see that the dates on all the files is over a week

old.  Those  issues  in  the  office  have  stopped  your  files  saving  properly  in

Dropbox. Your IT person uses a handy admin account to check the files of your

team. If they have a laptop, or home computer, they might be able to get by from

home today. 

After a frantic couple of hours, you get calls that a few of your team are OK. Half

have a computer they can use,  the others will  try to use their  iPhones. Some

aren’t affected by the file issues, as they haven’t been working on files for a few

days. You advise them that your IT person is going to visit them all to get their
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devices setup for work email. It’ll take most of the day, but you reason that the

office will be closed for at least two days, so it’s better than nothing.

One week later, you go and visit your office with your IT person. The flooding

has receded and the office is open again. You find that a power surge, during the

flooding,  caused  your  computers  to  short  out  and  also  took  out  the  internet

supplied to the building. Mr IT investigates and finds that some need new power

units, some need new hard disks, and some are fine. He starts to get the working

ones up and runs checks on them, while arranging for repairs or parts for the

broken ones. 

The users of the computers needing repair, work from home, while the rest of

you continue in the office. Mr IT buys a couple of 4G units, so your people can

connect to the internet and start to synchronise files with Dropbox. 

Another week later, all the faulty parts have been replaced and Mr IT is trying to

restore all the data. 

Luckily for you, he was forward thinking enough to setup the Time Machine

backups for your iMacs. 

Unluckily for you, the data is all held on a device in the office. Which was fried

during the power surge and all your backups are gone.

At least half of your files are gone, and the rest are out of date.

You thought you were stressed before? Hah!
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Think it’s over? Read on…

Over the next  weeks and months,  you try to  soldier  on with what  you have.

Recreating files that have been lost, updating those out of date and getting your

people to work longer and harder just to get back near where you were before the

recent events.

You’re stressed, your team are stressed, some clients are leaving. They seem to

think you are not in a position to deliver your products. You try to reassure them,

but proposals you sent are being turned down or ignored. People who used to call

you, now don’t answer your calls.

Your team is at breaking point and one of your key people leaves, citing stress

and a lack of leadership.

The  following  Monday  you  get  a  call  from  one  of  your  remaining  team…

“Where have the files gone?” Your heart sinks and you hurriedly call Mr IT, who

calls you back within the hour.

“I’m afraid all of your files are gone. Someone logged onto all your iMacs with

the admin account and deleted all the files, the copies in Time Machine, then did

the same in Dropbox”.

You’re furious, it’s obviously the work of the key person who left on Friday.

You’ll call the police, sue them, they won’t get away with it.
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Except they have. Using the admin account means you can’t trace the work to an

individual. Not telling the office reception that they no longer worked for you

was  a  huge  mistake.  They  simply  walked  in  over  the  weekend  and  deleted

everything.

You feel sick as the realisation hits you. Without your files you have no way of

delivering  product.  You  don’t  even  know  who  you  were  supposed  to  be

delivering to. 

You’re out of business. 

Welcome  to  a  not-so-exclusive  club.   You’re  officially  one  of  the  60%  of

businesses who don’t recover after a data breach, attack, or disaster.

We just looked at many real issues that can befall a small business that leaves

technology as an afterthought.  Seemingly sensible decisions made early on can

have disastrous consequences, previously unforeseen, as your business grows and

changes.  
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2 Is Your IT Support Good Enough?

“If you run from technology, it will chase you” 

(Robert Pirsig, Author of Zen & the Art of Motorcycle

Maintenance)

Well Chapter One was a bit of a wake up, wasn’t it? I hope you didn’t splutter
your tea on your keyboard or allow a freshly dunked biscuit to fall into your lap,
as the importance of your business IT hit you.

Now, I may have been a little unfair. I can hear you saying, “But Paul, I had no
idea! I’m not an awesome IT guru, like you, how could I have known that?”

Firstly, thanks for calling me an awesome IT guru. Secondly, it’s OK, I know it’s
not your fault. You’re not an IT expert. You’re an amazing Lawyer, Accountant,
Recruiter, Estate Agent, Graphic Designer, Marketing expert, or whatever else it
is that you set up your small business to do. 

It’s not your fault. It is, however, your responsibility to do something about it.
You are still the business owner, after all.

Now, before you protest again, I’m here to calm your nerves. So sit down, take a
sip of what’s left of your tea and let me direct my ire at those who deserve it.

Now that we’ve agreed that it’s not your fault, that your business could go under
due to poor IT practices, and that it IS your responsibility to fix it, where do we
start?

Well,  both  my  blame  and  my focus  now turns  to  your  current  IT  provider.
Depending  on  the  size  of  your  business,  your  personal  or  professional
relationship, this could be a family member, friend, work colleague, or a local IT
company.
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Why  does  my  focus  turn  to  them?  The  simple  answer  is  that  IT  providers,
particularly smaller local ones, are as scared of change as you are. They have the
same problems you do, it’s  hard for them to keep up with changes in the IT
world. They have to balance learning new things all the time with working out
which  new things  are  a  flash  in  the  pan,  and which  ones  are  going  to  stick
around. The problem comes when they are so averse to change, that they pick up
these new trends and tools reluctantly, so don’t know how to use them. This soon
becomes  your  problem,  because  you may ask  them for  advice.  If  they don’t
know, very often they won’t want to admit it so they will either dismiss what
you’re asking about as a fad, or persuade you that you can use the new tools in
the same way you used the old ones.

Bearing in mind, you usually ask for advice when you’re looking for something
to help you perform a task quicker, or work better, than it currently does. If you
ask someone you trust,  but  they don’t  know what they are talking about,  the
advice you get is bad. 

Either,  you  end  up  wasting  time  and  money  learning  the  wrong  way  to  use
something,  or  you effectively become a guinea pig for the very thing you’ve
asked your trusted expert about. 

I’m always shocked by how many IT people hate change, and go to extraordinary
lengths to avoid picking up new skills or learning about big changes in IT.

It’s  often  only  when  they  realise  that  if  they  don’t  get  onboard  the  new
bandwagon that they will be left behind and out of business, that they reluctantly
do. I know many small IT providers who don’t use the tools they sell. They’ll tell
you how wonderful some new thing is, but don’t use it themselves because they
don’t understand it, don’t trust it, or are scared of it.

Too many think that offering you a quick response, when your computer fails, is
great  service.  It’s  not.  While  you  wait  for  your  computer  to  be  fixed,  your
competitor just picks up a different device and works as normal.

Too many think that being the cheapest offers you great value. It doesn’t. They
earn  less  and  less,  while  their  overheads  stay  the  same,  so  they  either
compromise on quality of service, or spend most of their time trying to sell you
more extras. Or worse, they ignore you while chasing ever more clients, to try
and get their revenue up.

Too  many  think  that  using  Cloud  tools,  for  example,  the  same  way  you’ve
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always used your traditional IT tools gives them a great new set of products to
sell. It doesn’t. They end up with dissatisfied customers whose IT seems to work
slower and slower, while costing more and more. They get more clients asking,
“Why did I pay you for this?” or even, “Can’t we go back to the old way, it was
faster?”.

This  is  bad  news  for  you.  You  already  know  how important  IT  is  to  your
business, you rightly assume that paying an expert to look after it for you will
ensure you get the best and keep abreast of the latest changes. It doesn’t.

You can do something about it, however. As the business owner, you have the
responsibility and the authority to do something about it.

You hold the keys here, remember. You’re the client, so you make the decisions.
It can’t hurt for you to look through the contract you have with them beforehand,
to help you be better prepared.

I’ll show you how. Here are some questions you should ask your IT provider.
The answers will tell you if they are right for you or, if you should start looking
elsewhere. 

Alongside  the  questions,  I’ll  tell  you why  you should  ask  and what  kind  of
answer you should expect. Pay attention to the tone of the answers you get. It
may sound obvious, but if your IT person is patronising, takes offence at any of
the questions,  or  sounds like  they are  making it  up,  bung a red flag on that
sucker. If they don’t like talking to you, then they should already be on their way
out the door. IT is a people business, way before it’s a technology business.

If they don’t have the info to hand, that’s OK, but they should be able to get you
the answer within a day or so.

Any answers you get, that don’t sound right, go in the FAIL box in your head.

I’m not going to suggest, for one second, that if your IT provider “fails” these
questions you should bin them off and start looking around. You can’t afford to
leave yourself exposed, so while you should start looking around, keep this one
going until you find the right fit. 

OK, that’s enough rambling. I suspect you’re on your second cup of tea now, if
not then go and make one! Let’s ask some questions.

Question One: What am I paying you for?

23



PAUL GOGGIN
Why: Though this may sound rude, it’s a vital first step. They should be able to
tell you exactly what service they are providing. Is it per user, or per device?

Answer example: Typically they will provide one of two kinds of service. The
most common is a reactive, by the hour when things go wrong service. These
often seem cheaper and simpler, but quickly become expensive when you have a
problem that takes a while to fix. Reactive service also means that there is less
opportunity for the provider to learn about you and your business, as they only
deal with you when something is broken. That reduces their ability to advise you
effectively in future.

More mature IT providers offer a monthly proactive, per user, service, usually
with a choice of 3 plans (Bronze, Silver or Gold for example). These provide
better value as you pay one fee regardless of IT problems, and puts the onus on
them to give great value. It also gives them greater ability to learn about you,
how you work and how you want to work.

Some offer a combination of the two, but these can prove complex and difficult
to manage.

Question Two: How easy is it for either party to terminate the agreement?

Why: Neither of you should feel tied into an agreement. At least not tied into
something that you can’t get out of. They may use tools that require a long term
deal, but they will always be able to allocate the licence they have for you onto
another client or keep them in reserve.  This goes for them, too. If it’s clear that
the relationship isn’t working, it’s only fair that they can sever ties just as quickly
as you can. Either party being tied into something that’s not working just breeds
resentment on both sides.

The  responsibility  for  service  should  always  be  on  the  provider.  They  can
naturally expect you to provide information, or not to go off and do your own
thing and undermine their work, but it’s still up to them to provide great service.
If they blame cost, lack of staff, or similar, that’s their problem not yours.

Answer example: Both parties should be able to sever ties in one calendar month,
unless there are extenuating circumstances. Even if you signed up for an initial 3
month minimum, or agreed to a year long contract, you should be able to get out
of it in one month.

Question Three: What technology is my business currently using?
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Why: Your business changes and grows quickly. Your people may use their own
devices sometimes, or you may try new things. It’s important that your provider
knows what they are looking after and how. You can’t expect them to give good
service, if they aren’t up to date on what you are using. Similarly, they shouldn’t
be able to trot out the old “that’s not covered” excuse. This helps both of you, in
that they can serve and advise you better and you can gain peace of mind. They
should be offering quarterly reviews and, depending on your support agreement,
may be able to provide monthly reports. More on this, later.

Answer example: They should be able to tell you how many devices you use, and
their function. So if you have one office that everyone works at full time, they’ll
know that 7 people will have around 3 devices each (computer, smartphone and
tablet). You’ll find out how many routers you have, for internet access, and how
many printers, etc.

Also they should be able to tell you if any of these have problems, or require
replacing now or in the future. A sad fact of modern technology is that it ages
quickly, mostly through use, and upgrades are a necessity. 

Question Four: How do you keep my business running when things go wrong?

Why: This is fed by question One. If they are reactive, paid hourly, then accept
that your business could be unable to function while they are fixing problems. If
proactive,  paid  monthly,  then  they  should  be  advising  you  on,  or  already
providing, ways of keeping you working. Even if your office is hit by a tornado
filled with sharks. Really? Really.

If  you’ve  only  recently  started  working  with  them,  they  will  still  be  in  the
learning phase, but should be able to give you ideas on what they will do for you.

Answer examples:  “As all  your people are using our cloud services,  you can
work from anywhere on any device, no matter what.” This answer is the ideal,
grab their hand, shake it hard and say yes. A lot.

“Although we are still learning about you, we have some ideas we’d like to share
with you.” This is the 2nd best answer, say yes to this one, too.

“When you have a problem, we will fix it as soon as possible. 80% of our fixes
are on the same day.” This means you’re out of action until it’s fixed, possibly
for up to 8 hours. If your office is flooded, you’re screwed, even after the water
recedes (and the sharks are rounded up and taken back to sea) as there may be
damage to your equipment that will take days to recover from, at best. Frown at
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this one. A lot. Then start finding someone else.

Side note: If I ever hear that another IT provider has been asked “How will you
keep me working if my office is destroyed by flying sharks”, I’ll know you read
this book.

Question Five: Will you save me time / money / help me grow / both?

Why: This question is very important for you, but less important for your IT
provider.  Usually  their  priority  is  in  convincing  you  that  IT  support  is  an
investment and necessary for your continued survival, (which it is). Reactive IT
support  people  focus on tools or  reports  that  tell  you how many tickets they
solved last month, or how quickly they can diagnose a problem. That’s good, but
mainly for them.

Most of their answers will revolve around the premise that paying an expert to do
it is cheaper than doing it yourself, which it is. That doesn’t tell you much about
your long term business, however.

Proactive IT support people focus on prevention, (i.e they shouldn’t HAVE to
close lots of tickets quickly as your IT should be running so well that problems
don’t arise that often), and helping your business grow.

Answer example: “Our support tools ensure your IT runs smoothly so that issues
arise much less frequently, when they do we resolve 80% of them without you
even  knowing  about  them.  Our  methods  enable  you  to  work  much  more
effectively.  This  means your  team gets  things done more quickly,  and better
serve your customers. As a result your business grows and you’re able to hire
new people and get them up to speed much quicker. In turn they can get on with
their work earlier and more efficiently than your competitors. We make sure you
never feel alone, or unsure.”

That’s the perfect answer and one that fits with the Cloud First system. If they
say this, (and they won’t say it exactly unless they’ve read this book), then grasp
their hand firmly and say yes.

Question Six: How will we keep in touch?

Why:  Communication  is  vital  in  everything,  whether  it’s  business,  marriage,
playing football or co-ordinating an escape effort as hundreds of hungry Great
White Sharks rain from the skies. 
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Fun Fact: Most people who work in IT hate talking to other people. It’s one of
the attractions to IT, you can beaver away at your work and speak to people only
when really  necessary,  (like  when someone mentions Star  Wars  or  World of
Warcraft).

It’s very common for business owners to assume that you don’t need to hear from
your IT provider, unless something is wrong.

It’s very common for IT people to assume that their customers don’t need to hear
from them, unless something is wrong. Even then it’s often so they can swirl
their cape and tell you how quickly they fixed it, before slinking back to their
lair, I mean office.

Neither are true, nor are they healthy. To hear from your IT provider regularly is
a good thing, and is to be encouraged. There is, however, one caveat to this. If
they only speak to or see you when they want to talk about how many tickets
they closed that month, (i.e. to humble brag about their amaaaaaaazing service),
then they are doing you a disservice.

You should hear from them often. This could be in the form of regular reports,
monthly  meetings,  training  sessions,  or  even  quick  calls  to  see  how  you’re
enjoying that new tool you just started using.

So, ask them “How will we keep in touch?”

Answer examples:

“You can raise a support ticket by emailing here or calling here.” Run from this
one, he only wants you for your money.

“We’ll schedule regular meetings, either in person or over the phone, and you
can ask any questions by emailing  info@pooritcompany.com.” Slightly better,
but still a little reluctant to commit.

 “In your welcome pack, you’ll find the methods to raise a support ticket. You’ll
also receive regular reports / meetings / road map plans, as well as our regular
email newsletter. If you ever have anything you’d like to talk about outside of
those things, my personal email and mobile are X and Y.” Put a ring on this one,
he’s a keeper.

In this chapter you learned how to find out if your current IT support is good
enough for you. 
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You’re now armed with 6 powerful questions to ask and the answers you should
expect, hope for and avoid.   Keep them close and use them to see if you strike
fear into your current IT provider.
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3 How Secure is Your Business?

“60% of small companies go out of business within 6 months of

a cyber-attack”

“48% of data security breaches are caused by malicious intent.

Human error or system failure account for the rest”

smallbiztrends.com  1  

In this chapter we’ll discover the three main ways your business could be at risk,

not including competition or customers suddenly running for the hills. We’ll also

look at how you can examine your own business to see how you fare in these

areas.

How secure is your business?

Let’s get one thing out of the way. “It won’t happen to me” is one of the most

common responses I hear when a business owner is asked why they have ignored

their business security.

“It won’t happen to me” is also up there with “what iceberg?” and “what does

this button do?” as some of the most famous of famous last words.

1Jan 2017, Smallbiztrends.com
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If you really didn’t believe “it” will happen to you, then why bother to lock your

doors?  The  reality  is  that  you  know  “it”  is  a  possibility,  you  just  can’t  be

bothered, or don’t want to think of the cost of taking your security seriously.

I’ll put my pointing finger away now and assume you’ve seen the error of your

ways.

Let’s clarify what we mean by security. Security generally covers two areas:

● The physical environment you inhabit.

● Your digital assets.

All we want to do, when we talk about security or securing them, is to keep them

safe. While cyber security can be a very complex, deep rabbit hole to get lost in,

if you take sensible precautions then you can make your business a lot  more

difficult to breach.

In the  same way that  using common sense to  ensure  you don’t  wave  showy

valuable items around out on the street, common sense should be used to protect

your business.

The clear majority of business data breaches come from human action,  not  a

failure of technology. 

As  with  the  charismatic  Count  Dracula,  if  you  invite  him  in  then  don’t  be

surprised when he’s munching on your neck.
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For the purposes of this book, I’ll assume that you have the physical security side

covered. You have locks on your doors, security staff at your office and you

don’t let strangers come waltzing into your premises when you’re not around. If

I’m wrong, then drop this book and go and sort that out. NOW!

Sorted? Good. Let’s continue.

There are three main areas to consider when thinking about your digital security:

● Stopping unwelcome people or entities getting in - Cyber Security.

● Retrieving data after an attack / outage / user error - Backup.

● Recovering your business after, or continuing your operations during, a

power cut / flood / infestation of man eating sharks - Disaster Recovery

(DR) / Business Continuity.

Usually, the area most commonly thought about is backups. This is generally

because  it  seems like  the  least  complicated,  easiest  to  implement  and covers

everything you need. It’s also the area your IT person is most likely to be familiar

with, and you trust them to know what’s best for you. Sadly, this is far from the

case, and I’ll explain why.

Of  the  three  areas,  two  are  proactive  and  one  is  reactive.  As  we’ve  already

agreed,  reactive is  the  wrong way to run your  business or your IT,  so really

shouldn’t be the way to go. 
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Backups are reactive. Backups are also very easy to get wrong. This is dangerous

because you won’t know this until it’s too late. Finding out, as in Chapter One,

that someone has wiped all your data, but your backups haven’t run successfully

for two months is disastrous.

Cyber  security  is  proactive,  as  it’s  designed  to  prevent  anything  nasty  from

getting to your business data in the first place. This is often neglected by small

businesses as it seems complex and, therefore, expensive. It doesn’t have to be,

but  does  require  some planning.  Failure  to  plan,  or  to  ignore this  altogether,

pretty much guarantees that you’ll be hit by something that makes the daily news

one day.

DR or Business Continuity sounds reactive but is proactive. The point of it is to

plan, in advance, if something bad will happen. The plan isn’t really to recover

quickly, but to keep your business running despite something bad happening. An

example of this is a power cut to your building. If you plan for it, you’ll continue

operate  even  without  access  to  your  office.  This  plan  is  called  a  Business

Continuity plan.

The simplest  way for you to discover how secure your business is,  is  to use

Ransomware as an example. Ransomware is in the news more and more, because

business  owners,  like  you,  fail  to  prepare  for  it.  You  assume  it’s  a  very

technically specialised area, so they don’t have the budget to plan effectively for

it. You just cross your fingers and hope you won’t be hit.

32



CLOUD FIRST
What  is  Ransomware?  It’s  malicious  code  that  is  hidden,  usually  in  an

attachment of a legitimate looking email or website, that installs itself on your

computer unseen. It then activates itself and reads through your computer system,

before encrypting all of your files with a key that only the criminals who wrote

the code have. This encryption stops you from being able to access your files.

You will usually see a pop up on your screen that advises you of this encryption

and tells you to pay some money within a set time, to receive the encryption key.

Encryption is a very effective security tool. The military use it, banks use it, and

IT companies use it, because it’s so effective. It’s like holding the only key to an

unbreakable safe. No key, no access. 

A huge problem is that your IT guy is very unlikely to be able to get all of your

data back. Even the most expert IT person won’t have the keys to your encrypted

data. All we can do is to try and find some backups that haven’t been affected. 

Important  side note,  if  you use Dropbox or Google Drive to synchronise and

“save” files in the cloud, you’re far from saved. The ransomware will see those

files as a normal folder on your computer and will encrypt those too. Which is

why I say a lot “Dropbox or Google Drive are NOT backup solutions”. They

really aren’t, so get that thought out of your head right now.

“Why would they want my data?”, “I’m too small to be of value,” and other

seemingly logical thoughts arise. In truth, you are exactly what cyber criminals

are looking for. Why? Let’s break it down.
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Why do they attack you? This one is simple. You’re an easy target. Most small

businesses have little or no defences and, as crime thrives on opportunity, you’re

in their sights.

What do they want? They aren’t looking for your data, as such. They are looking

for two things, depending on their level of sophistication.

● An easy source of money. Although they don’t care about your data, they

know you do. They also know you’re likely to pay to keep it, (the irony

of you being willing to pay criminals on the off chance they’ll suddenly

be honest and give your data back, while trying to save money by not

paying for proper defences is never lost on me). Incidentally, even if the

criminals  do  decrypt  your  files,  they  won’t  remove  the  encryption

software and they also know you’re willing to pay.   This makes you a

repeat customer for them.  If this sounds organised, it is.  They even have

helpdesks set up for you to call for help in paying their ransom!

● Access to further criminal activities. More sophisticated criminal gangs

will use the attack to hijack your computers and websites for their own

uses. They can use code to hide links and forwarders in your data and

site. This enables criminals who are looking to buy things they shouldn’t,

or do things they shouldn’t online, to hide where they go online. Instead

of having to host this material themselves, they can use your data and

website to hide it, and make it harder to be detected by law enforcement
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agencies.  It  is  no  exaggeration  to  say  that  Ransomware  is  now  big

business. The money raised from extorting enough businesses like yours

funds many of the worst criminal activities.

● Fun fact:   It’s not just criminals seeing the opportunity in holding your

data for ransom.   Ransomware is proving so lucrative that the US FBI

confirmed that  the  latest  large  Ransomware attack,  called WannaCry,

was carried out by agents supported by the government of North Korea.

If  whole  states  are  jumping  on  the  bandwagon,  it’s  time  to  take  it

seriously.

To know whether you’re at risk, read back over how Ransomware works. And

ask yourself:

● Are all my business files held “locally” on your computers and laptops?

● Are my “backups” just a synchronisation to Dropbox or Google Drive?

● Are my “backups” just copies that are stored on a hard disk attached to

my computers?

● Are the security and anti-virus updates on my computer out of date?
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While Ransomware can be a useful example to ask some basic questions, your

business security goes a lot further than that. Here are some other questions to

answer:

● Do you and your people use easy to remember passwords, (birthdays,

children’s names, etc)?

● Do  you  share  passwords,  so  it’s  easy  for  you  to  use  each  other’s

computers?

● How often do you change passwords, if ever?

● Do you use the same computer for work that you use at home / family

time?

● Do you share office space with any other businesses?

● Do you shred printed documents, when they are no longer needed?

● Do you leave printed documents where others can see them, (ie on desks,

in your car, etc)?

● When travelling, do you shut your device in the boot of your car?

● Do you work on trains, planes, in coffee shops, etc? If so, are others able

to see your screen?

● What’s the business impact of the following:
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o Your email being hacked and unusable?

o Your computers being stolen?

o Your office having no power?

If you’re not sure, ask your IT person.

In this chapter we learned that the traditional way you use IT in your business

could be killing it. 

We also learned that your IT provider should be placed at a much higher priority

than is often the case. That you should choose them very carefully, and that you

may have to start looking for a new one.

Finally,  we  learned  that  the  very  survival  of  your  business  could  be  in  real

jeopardy, and the questions you need to ask in order to measure its current state

of health.

The lessons learned in Part  One may have scared you,  but  that’s OK.  Being

scared means you care about your business. You don’t just want it to survive,

though that’s a great place to start, you want it to thrive. You want your business

to be successful, provide careers for your team and possibly provide you with a

legacy.

Part One has given you the information you need to move forward. Part Two will

teach you the five steps that will take your business from the scary place you are

now, to the exciting future you have ahead.
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If you need to take a breather, gather your thoughts, and reflect on what you’ve

learned, then go ahead.

I’ll be waiting in Part Two to show you the right way forward.
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Part Two: Cloud First

“Intelligence is the ability to adapt to change”

(Stephen Hawking, Cosmologist)

“It’s not a faith in technology, it’s a faith in people”

(Steve Jobs, Former CEO of Apple)
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By now you’re probably completely frightened / dejected by the revelations of

Part One. You’ve thought about how the lessons of Part One affect your own

business, and if you haven’t you really should, leaving you a very concerned

business owner.

In that case, you’ve beaten the first level baddie, to use a gaming metaphor.

Fear not because, as I mentioned in Part One, I don’t expect you to be able to

know what to do next. That is what Part Two is for.

If Part One was designed to lay out the problems for you, Part Two is here to

show you the solution.  In this part,  I  lay out the five steps I take my clients

through  when  transforming  their  businesses  from  a  dysfunctional,  inefficient

mess, to a sleek, interconnected, time saver that also benefits the world around

them. With these steps you’ll become a Cloud First business.

Why is it called a Cloud First business? 

You may already know that “Cloud” simply means any technology that is stored

and accessed via the internet.  Services like email,  Facebook and Dropbox are

cloud services.

Cloud First is one of a few terms with a defined meaning. I apologise now, but I

need to get a little nerdy and wordy for a moment. I shall try really hard to make

this as short, clear and painless as possible. The common industry terms are:
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On-Premise -  Traditional IT systems, like those in your business, are what’s

called  “On-Premise”  technologies.  This  means  that  your  technology  is  both

located and bound by access to your current office premises. For example, if your

business heavily uses email and file sharing, you may have an email and file

server installed in your office. It’s usually humming and flickering away in a

corner or, if you’re really flash, a special room all of its own.

Even if your business has multiple offices, or you take your laptop home, if your

access to technology relies on a connection to one or more of those offices, then

it’s an “On-Premise” solution.

I liken this to having a designated parking space at your office. Only you can use

it,  but  any  number  of  issues  could  mean it’s  not  available  and you have  to

navigate a painful commute to get there.

Cloud First  - You still use computers, laptops, tablets, etc but your back end

services like email and files are stored and accessed via the internet.  You not

only save money on the energy and maintenance cost of On-Premise equipment,

but your data is actually more secure and more available. You’re free of such

restrictions as, only one person being able to work on a document at any one

time, having to check that your data backup ran last night, or even the location

you work from.
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I liken this to going to work by helicopter. You miss all the traffic, whizz past

your competitors, you can share it with others, don’t pay for a parking space, but

arrive fresh, relaxed and with everyone thinking you’re a rock star. 

Simply put, Cloud First puts you in charge. If you become a Cloud First business,

then you are embracing the latest technology but making sure that you are using

it to help you, rather than hinder you. It requires a different way of thinking,

which  we’ll  come  to  in  the  next  chapter,  but  it  opens  your  mind  and  your

business to opportunities you may never have thought of.

My Cloud First system is a step by step sequence to help you become a Cloud

First business. It covers five areas that are traditionally restricted by technology

and transforms the results your people can achieve in your business. Think of it

as a paint by numbers guide to getting the most out of cloud technology, without

needing to be a technology expert yourself.

The five areas are:

1. Mindset - Cloud first is a new way of thinking and working. Forget your

old “Outlook” ;-)

2. Communication - Lose your “attachment” to email.

3. Collaboration - Increase efficiency and productivity.

4. Security - Remove single points of failure / improve defences.
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5. Momentum  -  Get  excited,  get  started  and avoid  falling  back  on  old

habits. 

We’ll start at the most logical place, the beginning, which is working on your

mindset. 
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4 Mindset

“Free your mind and your ass will follow”

(George Clinton, Musician with Funkadelic.)

“What are you on about, Goggin? Mindset? What?” I know, I know, he’s lost it

again.

Bear with me, I promise it’s worth it.

Mindset is the starting point for fixing your current woes, because the wrong

mindset will have you repeating your earlier mistakes.

You’ll pick up these new tools and use them in the same ways you always did,

which means that you’ll still  have the same problems you’ve had. And you’ll

curse my name, and we don’t want that.

The truth is, you need to be open to a new way of thinking. This new way holds

the key to everything else within your business. Sounds grand, right? Well, it is. 

The old mindset  restricts  your  team to waiting when they could be working.

Waiting for replies and updates when they could be using their brains and skills

to do the things they enjoy.
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Your old mindset  holds you back.  It  holds everything back.  Your team can’t

work as well as they should,

Your old mindset thought in terms of worrying about whether you are technical

enough, or using the right tools.

As  you  saw  in  Part  One,  using  new  tools  in  the  wrong  ways,  is  actually

destructive  to  your  business.  While  you’re  struggling,  your  competitors  are

leaving you in the dust and stealing your future customers.

Cloud First turns this old mindset on its head, putting people first and makes

technology almost invisible. This is as it should be, technology should be flexible

yet powerful enough to work the way you want to work. Your whole business

shouldn’t have to bend over backwards to fit the technology.

What  if,  instead  of  seeing  technology  in  terms  of  the  “things”  you  use,  i.e

computers, tablets, software, you see technology in terms of your people and how

they work?

What would it mean to you if your team were:

● Unshackled from the chains of traditional IT systems?

● Communicating with each other and with clients, more effectively?

● Collaborating in real time, regardless of location?

45



PAUL GOGGIN

● Using any device, or multiple devices with no loss of ability?

● Hiring the best people from across the world?

● Protected by cutting edge security?

● Showing  competitors,  clients  and  prospects  that  you  are  leaders  in

technology?

● Achieving more and getting more done, without having to put in more

hours?

● Benefiting the world around you by reducing your energy use and carbon

footprint, even as you grow?

Myths

Even though you may be more open to using the cloud to help your business, you

probably still have a few mental barriers, in the form of rumours or myths you

may have heard about  working in  the cloud.  So now I want to  dispel  a  few

stubborn myths, to help you.

Myth: You don’t use the cloud at all, already.

Truth: If you send emails, or use Facebook, Twitter, etc, then you already use the

cloud.

Myth: You don’t have control of your data, once you move it to the cloud.
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Truth: Your data is still  your data,  regardless of where it’s stored. The cloud

provider is just providing a storage and access service, they have no access to

your data. You have the same control of your data that you did before. 

Myth: Your data is no longer secure, when stored in the cloud.

Truth: Your data is at least as secure but, usually, even more secure in the cloud.

Cloud providers employ hundreds of security experts and cutting edge security

technology to ensure the safety and security of your data. How many experts do

you have in  your  business?  Also,  your  data  isn’t  just  stored,  but  broken up,

encrypted and spread around multiple locations specifically to make it harder to

attack and easier  for you to access.  Lastly,  you enter  into an agreement with

them, so they are legally bound to secure your data.

Myth: The cloud is just someone else’s computer.

Truth: This one drives me mad. Your data isn’t stored on just a computer hosted

in the cloud passively sitting around. The very nature of the cloud means you can

collaborate on documents, talk in real time, access from anywhere in the world,

in ways that you just cannot do if your data is stored on a computer at your

office.

Myth: All cloud services are the same, e.g Dropbox vs Google Docs vs Office

365.
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Truth: See the previous myth. Dropbox allows you to synchronise files between

your devices and the cloud, but you can’t collaborate with others easily. Each

user has to download the shared file to work on it, and you will be prompted

when someone else has made a change.   Potentially you could both make the

same change and won’t know until you’re prompted to update the doc.   That’s

not  really  collaborating well.  Also Dropbox is  less  secure  and has  had more

instances of data being unavailable than Google or Microsoft. Microsoft Office

365 is a good attempt at Cloud First, but the nature of software sales means that

you  still  need  to  pay  for  local  software  to  get  all  the  collaborative  features.

Google’s G-Suite, with Google Docs, is the only real Cloud First option. There is

no software required, aside from your internet browser, so you can fully work

independently of location, device or time. There are a few limitations, compared

to running Office locally, but won’t affect most businesses at all.

Myth: The cloud is totally dependent on an active internet connection.

Truth:  Firstly,  which  business  nowadays  can  operate  without  an  internet

connection? Email alone requires it. 

Secondly, it’s possible to setup local file synchronisation so that, if you do lose

internet connection you can still work on your files. They then re-sync when the

connection is restored.

Thirdly, with modern smartphones and 4G connectivity, no one is truly without

the internet for long, if at all.
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Green Business

Now that those myths have been crushed, I want to evangelise a little. My main

purpose is to use my business to help in the fight against Climate Change. While

this is noble, I am aware that most small businesses won’t have this at the top of

their priority list. While you are more worried about revenue, paying bills, hiring

staff and growing, it’s not surprising that being more environmentally sustainable

may seem like a luxury that is put off until later. 

Don’t worry, I’m not going to lecture, badger or try to persuade you otherwise.

What I am about to do, is show you how becoming a Cloud First business takes

you on great strides to either reducing your carbon footprint, or avoiding it from

increasing while your business grows.

Google,  as  a  company born  and living  in  the  cloud,  know a  little  about  the

benefits. Microsoft and Apple, too, have raised sustainable working high up their

priority list. So here are some facts and statistics provided by them:

Carbon Neutral:

Google have been carbon neutral business since 2006. In 2017 they confirmed

that they are now running 100% on renewable energy globally.2

Microsoft have been carbon neutral since 2012.3 

2Google Environmental Report 2017 https://environment.google.com

3Microsoft Carbon Fee Impact Report 2017  
https://www.microsoft.com/en-us/environment/carbon
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Apple, have a slightly different challenge as so much of their revenue is based on

hardware manufacturing and sales. In 2016, 96 percent of the electricity used at

Apple’s global facilities came from renewable energy, reducing carbon emissions

by nearly 585,000 metric tons. Apple are 100 percent renewable in 24 countries

—and all of Apple’s data centers.4 

What does this mean for you? Well,  if  you buy an Apple product over say a

Samsung, you are contributing to a greener supply chain. Particularly if you trade

your old Apple device in at an Apple store, as they aim to recycle as much of the

materials as possible. 

If you move to the cloud, but use a local data provider, you are only moving your

carbon output to another location. You’re not reducing it overall, as you would if

you moved to Microsoft or Google. 5 

As a comparison, Google’s data centres use 50% less energy than typical data

centres.

Small  businesses  that  move  from an  in-house  email  and  /  or  file  server,  to

Google’s cloud services use 65-85% less energy. That’s quite a saving in real

money terms for you.

4Apple Environmental Report 2017 https://www.apple.com/uk/environment/reports/

5Greenpeace 2017 Press Release 
https://www.greenpeace.org/archive-international/en/press/releases/2017/Amazon-
still-lags-behind-Apple-Google-in-Greenpeace-renewable-energy-report/
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A business using Gmail can reduce GHG emissions impact of its email service

by up to 98% compared with running email on local servers.6 

So, as you can see,  while you focus on saving time and money, I get the warm

fuzzy feeling of knowing that you’re also one more business on my mission to

combat Climate Change one small business at a time.

With that little sermon over, let’s look at some examples of how businesses have

transformed, by changing their mindset.

Examples

Example One: Three Person Health & Nutrition Consultancy.

Challenge:  The  owner  described  herself  as  “totally  not  tech  savvy,  knows

technology is important but confusing”. She worked from a tiny office, and at

home,  wanted  to  open  more  offices  and  employ  more  consultants  in

geographically dispersed locations.  Didn’t want  to make her technology more

complex or have to spend a lot of money on equipment that might restrict her

ability to move around.

6Google Environmental Report 2017 https://environment.google.com
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Becoming a Cloud First business helped by:

Allowing  her  desired  flexibility  to  continue,  while  scaling  the  ability  to  use

technology. Losing the reliance on old, expensive, software has lengthened the

lifespan of her equipment. Knowing her business and customer data is not held

locally on any computer means she feels confident, even if her consultants use

their personal devices for work activities.

Being able to work from any location has enabled her and her consultants to

avoid the need for an expensive office and the travel costs associated with it.

They are able to use faster communication tools to respond to customers more

quickly, retaining the personal touch through the use of video calls. Customers

feel better served. 

Despite not being “tech savvy”, she actually feels excited about the technology

now, and loves how it’s helping her to operate and grow her business the way she

wants to.

Example Two: Five Person Recruitment Agency

Challenge: Following a successful year, the owner plans to recruit heavily over

the next  year.  Aiming to triple staff  headcount and open a  second office,  he

realised he had nothing in place to train or get these new recruits up to speed

quickly. His existing staff would have to spend a lot of time holding hands and

physically showing new hires the ropes. Any documentation they did have was
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held by individuals, often duplicated or spread around the computers. Planning

for the extra technology costs was a headache too, how many computers would

be needed and when? Software costs would quickly spiral upwards, also.

Becoming a Cloud First business helped by:

One existing staff member created an internal team site, which all others added

their relevant documentation to. Some videos from the company website were

uploaded to help the new recruits learn about the business ethos and values. This

became a central training and information hub, where all information about the

business was uploaded to. Staff stopped hoarding information themselves, as they

now had somewhere to share it.

Inexpensive  cloud  optimised  laptops  were  purchased,  along  with  a  per  user

licence to work fully in the Cloud First system. Not only did this keep costs

manageable and uniform, it also slashed the predicted costs and saved money

both short and long term. The owner was delighted that this paved the way to

drastically simplify and improve his hiring process, and meant he could clearly

plan for the future.

Example Three: Ten Person IT Support company.

Challenge:  Six staff  are based from a central  office,  management,  admin and

helpdesk with the remaining four techs based around the country from home or

client  sites.  Keen  to  keep  the  remote  staff  up  to  date,  engaged  and  feeling
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“loved”, there are lots of meetings held at the base office. Travel costs are high,

for staff coming to the office, as well as time away from client work due to travel

time  required.  Remote  staff  feel  these  meetings  are  a  chore,  rather  than

something they are eager to participate in and staff morale is dropping as a result.

How becoming a Cloud First business helped:

Meetings  over  video  replaced  most  meetings  for  remote  staff.  The  office

conference room set up a central station to host the meeting over a TV screen or

projector.  During the meetings,  participants  share  their  screen and take notes

collectively in documents.

Resulting benefits included:

● Save  on  costs,  meet  more  frequently,  and  establish  a  face-to-face

connection without expenses for travel.

● Participants can join the meeting from any device, on or off site.

● Make faster  decisions  and eliminate  confusion  with  shared,  live  note

taking and real-time feedback.

● Video  meetings  have  become  used  for  project  meetings,  sometimes

involving the client from their own location as well.

Example Four: Twenty Five Person Property Management company.

Challenge: Fifteen staff are based from head office, ten staff based from small

satellite  offices  in  nearby towns.  They  have  been  served  by  a  traditional  IT

support person, from their inception ten years ago to the present day. As they
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have grown, they have been provided with the typical IT service. As their email

needs grew, they had two “servers” installed in the head office, one for email and

the other for file sharing. As the satellite offices were added, access from them to

the head office was provided by a VPN (Virtual Private Network), which they

access  securely  via  the  internet.  Aside  from  good,  reliable  broadband,  this

technology is now old and struggling under the strain of the addition of laptops

and mobile devices to the existing PCs in use.  More worryingly, due to the age

of  the  existing technology,  they are  increasingly dealing  with  IT issues.  The

email and file servers fail every couple of months, leaving them without access to

one or the other while their IT person quickly fixes them. Problems with the VPN

leave the satellite offices effectively in the dark, unable to communicate with the

head office. This has resulted in missed meetings, lost business and a growing

reputation for being unreliable.

Their IT person has provided quotes for upgrades to the IT setup, but replacing

with newer traditional systems appears very expensive. The business owner has

enquired about Cloud, but the IT person has little understanding of its potential,

so can only offer newer software which may or may not work with the existing

systems.

The costs of running and maintenance are increasing. Energy usage seems to be

going up, due to the power, cooling and extra space required for the email and

file servers.

Finally, competitors and peers are worried about security and potential hacks,

and the business owner is very keen to ensure that any new systems can stay
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ahead of the latest threats. A hacking attack could prove fatal to the business, in

terms of reputational damage, even if no actual systems were harmed.

How becoming a Cloud First business helped:

● Staff now access email and files directly from each office, or even each

device, instead of relying on VPN.

● Old and struggling technology - Existing PCs and laptops replaced with

new  laptops,  with  extra  monitor  screens  on  desks.  Provides  PC  like

experience in the office and on the road. 

● Replacing or removing old PCs, email and file servers means increased

IT availability, fewer issues, lower costs and less wasted time.

● Email & file sharing moved to the cloud and old servers removed also

lowered energy usage and costs.

● Security - Moving email, files to a secure cloud meant that there is less

chance of either a successful hack, or harmful losses if the offices are

broken into, flooded or lose power. 

● Their competitors and peers are now asking how they did it and if they

could help them, too.
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● Even their old IT provider has benefitted, by learning new skills and new

technologies  that  align  with  their  long  standing  knowledge  of  the

business.

Exercises

Time for you to do some work. These can be done alone, but if you involve your

team  you  might  get  some  surprising  input.  Also,  don’t  worry  about  rushing

through them, if they take a few hours or a few days or a week,  that’s OK.

What’s important is getting the right input.

Write down at least three current challenges facing your business. They could be

big things like “grow your team to double its current number”, or “open a new

office”, or smaller troubles like “it takes too long to hire new people”, or “our

internet always seems slow”.

Once  you  have  them written  down,  go  back  and  ask  yourself  how they  are

impacted by the way you currently use technology. Then ask how they could be

improved if you change your mindset about technology and became a Cloud First

business.

Examples: 

● Time  wasted  waiting  for  replies  to  emails  /  proposals  /  event

registration / other

● Time spent travelling to and from your office / client meetings / other

offices
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● Onboarding  new  clients  is  hit  and  miss,  due  to  lack  of  process,  or

knowledge held by one person

● When one piece of technology fails, it seems to have knock on effect on

everything and everyone else.

● Current office is too small, unsuited to desired expansion

In this chapter, you have learned how your current mindset could be seriously

damaging  your  business.  You  also  learned  how  it’s  possible  to  change  that

mindset and embrace a new way of working, that can alleviate the stress you

have. 

I took you through some examples to help you open your mind and, finally, set

you an exercise to really help you see the benefits for yourself.
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5 Communication

“Bad human communication leaves us less room to grow”
(Rowan Williams - 104th Archbishop of Canterbury)
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It’s often said that good communication is vital in business.  Why do so many of
us get it wrong, then?  In this chapter we’ll explore the problems with traditional
communication methods and look at the ways we can solve them.

Problem

Most businesses use email as their number one method of communicating, both
with clients and prospects, and internally as well.

Email might seem like the perfect communication tool, you can send anything to
anyone immediately, after all.  There is one major problem with email, however.
Email is exclusive, not inclusive, by design.   When sending emails you have to
choose who to send to, which automatically means you are leaving out everyone
else.  In small businesses, particularly, this is a problem as everyone not in that
email is left uninformed.  Obviously, you can send another email to them as well,
or include them in the original, but email quickly becomes overwhelming when
each individual decides to reply.

What you and your team want is more inclusion, not less.  Inclusion means they
are informed.  Informed about big things like the direction of the business, future
plans and how well it is performing, but also small things like how much paper is
used every month, who’s birthday it is and which team member is working on
which task.  If everyone is informed and included they feel more involved in the
overall business, which makes them more likely to want to help the business run
the  best  way  it  can.   They  feel  more  valued,  so  are  willing  to  put  more  of
themselves into their work.  Inclusion breeds innovation as more voices are heard
and more opinions taken heed of.

Some common problems with using email as your major communication tool are:

● As  the  business  grows  it's  increasingly  hard  to  keep  teams  updated.

Email  attachments are saved by individuals,  so information is quickly
duplicated or lost altogether.  

● Information shared via email becomes outdated quickly.   People don’t

read their emails at the same time, so some learn things before others.
Some  important  information  is  buried  under  all  other  unread  emails.
New updates are read before old ones, so create confusion.

● Too  much  time  wasted  finding  info  or  reinventing  the  wheel  on

repeatable tasks.  If information is spread out, or only shared with some
people, there is no way of being sure that processes, tools, or tasks are
done correctly and evenly.  People will come up with their own ways, if
they can’t find existing info on how to do them.
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Email, by its very nature, is a tool that excludes the very people you need to feel
included.

If a client calls and speaks to one team member, where can that information be
recorded so that everyone knows the latest conversation?   Email, or files saved
haphazardly cause chaos and make you look amateurish when next speaking to
them.

How many times has a colleague asked a question and you’ve wasted time saying
“let me just find the email with that information”?

How often do you send, wait for reply, then follow up with a colleague when a
conversation would be better?   How, though,  do you record what  was in that
conversation?   Usually  one  or  both  of  you go  away,  write  a  note  with  your
version of the conversation and then save it separately.

How often have you emailed a document  to  a  client,  only for  them to reply
saying  they  already  received  it  from  a  colleague?   Or  worse,  you  both  sent
different information?  How does that make you look?

Solution

OK smart guy, I hear you say, what do we do instead?   Doesn’t everyone use
email?

Well yes, but just because everyone does it, doesn’t mean you should use it.  I’m
not actually saying not to use email at  all, just not as your primary means of
communication.

There  are  solutions  that  can  be  implemented  quite  simply,  and  work  well  if
followed by everyone:

● Stop using email as primary communication tool.  

● Internally - create team sites for knowledge sharing, updates and training.

● Internally - use chat-based collaboration tools for fast communication,

meetings, etc

● Internally - share calendars.
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● Externally - use social media to communicate updates, promotions, etc

● Externally - use CRM to centralise comms with clients & prospects.  All

team members can see latest comms.

Examples

● Team Intranet Site:   Create a company intranet (internal) website.   Add

pages for departments, news, training, staff birthdays or milestones, etc.
Use  it  to  update  everyone  on  business  plans,  deals,  new  training
initiatives,  new  joiners  or  leavers,  celebrate  individuals,  etc.   Send  a
weekly email to alert everyone that the site has a new update.

A team site ensures that only the latest information is held, so everyone gets only
the latest, correct information.  The site can be used as a training hub for the team
as well.

● Use  a  chat-based  collaboration  tool  for  project  work.   People  from

various teams, even external clients, can access together.  Share files and
updates in real time, so decisions can be made more quickly.  Everyone
sees all updates so no one is left in the dark.

● CRM tool.   Whenever  a  client,  prospect,  or  contact  corresponds with

anyone in the team, the update is added to the contact detail in the CRM
tool.  That way, everyone can see the latest correspondence and be up to
date, upon the next conversation with that contact.  Imagine, a client calls
and speaks to one team member and arranges to speak again the next
week.   When  they  call  back,  that  team  member  is  off  sick,  but  a
colleague  checks  the  CRM  tool  and  can  help  the  client  having  the
previous conversation and history to hand.  That client will see your team
as efficient, in control and customer focused.
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Exercises

1. Move internal conversations to chat-based tool.

2. Agree with all team members only to check email twice per day.  Even
set an auto reply so that email senders get used to you not being available
on email instantly.

3. Create and populate an internal website for training, updates, news, and
events.

4. Share calendars between team members.

5. Setup  a  CRM  tool  and  populate  with  all  client  information  and
correspondence.

6. Create  and  manage  social  media  profiles,  to  a  regular  schedule,  to
improve update and news for clients and prospects.

In this chapter you learned some of the real problems that a tool,  supposedly
designed to improve communication, can cause for your business.   In no time,
your good intentions get mired down in information overload, outdated updates
and team members feeling excluded and ignored.

We also walked through some scenarios and examples of how to improve your
communication methods, both internally and externally.   Hopefully, you have a
better understanding of how to boost your communication.

Finally, you were set some simple exercises to help get you on the right track and
communicating much more effectively.
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6 Collaboration

“Coming together is a beginning; keeping together is progress;
working together is success.” (Henry Ford, Founder Ford Motor

Company)

“Innovation at Apple has always been a team game.  It has
always been a case of small groups working together.”

(Jonathan Ive, Chief Design Officer Apple)
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In this chapter,  we’ll  learn how better  collaboration can build upon the work
we’ve already done and address some of your productivity issues.

Productivity and collaboration are two more buzzwords that currently fill the air
in businesses across the world.  For all their hype and overuse, what they really
come down to is finding ways to enable your people to work together better.

As we’ve already discussed, technology is designed with the idea of helping us
get more things done more efficiently.   One of the reasons you are reading this
book is that this ideal often fails.  And, as you already know, technology seems to
get more complex to use, rather than simpler.  
This chapter is ostensibly intended to help you work together more effectively.
Side benefits of better collaboration also include better relations between your
staff, as they get to know each other more, smoother operations as your people
are more willing to help each other, and your business seeing better output with
no  increase  in  effort.   Often  improved  collaboration  involves  less  effort,  as
people learn to work more effectively, not harder.

In a nutshell,  as I’m rambling again, everyone benefits from a smoother, less
stressful way of working and less time spent waiting around for someone else. 

Let’s look at some common problems.

Problems

Too often, if knowledge isn’t well shared then people will fall back on working
out their own way to do something.  This tends to mean they work independently
of others, instead of collaboratively.  You may have some people who know the
“way” to do something,  but  if  they don’t  share it,  or  don’t  have an effective
means of sharing it, then everyone else has to make up their own way.  This tends
to result in duplicated effort, wasted time and frustration.

If knowledge isn’t effectively communicated, or tasks effectively explained and
distributed, then meetings take over.   Meetings are often seen as an inevitable
activity, but in reality they generally waste the time of everyone in them.   One
hour is the accepted meeting length, regardless of the desired result, function, or
reason for the meeting.  Meetings are also often seen as a badge of rank.  If you
are of a certain level in the business, you must chair meetings to show others how
important you are.  

Meetings  are  a  humongous waste  of  time and effort.   Just  ask anyone who’s
invited to one.   You can probably hear the huff of resignation as soon as the
“ping” of the meeting invitation hits their inbox.   “Oh great,  more time spent
waffling instead of doing” you can hear around the office.    Meetings are neither
necessarily  a  waste  of  time,  nor  inevitable.   In  most  cases,  improving
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communication,  as  in  the  previous  section,  removes  the  need  for  meetings
altogether.   When  they  are  needed,  if  the  people  involved  have  relevant
information up front, they can quickly discuss and agree next actions and cut the
meeting time from one hour to as little as five minutes.  Meetings should serve as
a means of ensuring everyone is on track, not some big ego stroking exercise for
the person who arranged them.

Another example of time wasted is when your staff have one dedicated computer
that they use in the office.  On the face of it, having their own desk and computer
is a good idea.  You both know where you’ll be, feel secure and can get on with
working.

The reality is twofold:

● Over reliance on one computer increases the likelihood of inability to do

any work if that computer fails.

● When people  sit  in  the  same  desk  all  the  time,  they  tend  to  mainly

communicate  only  with  those  in  their  immediate  vicinity.   Other
communication tends to fall back onto email.   And we all know what a
huge waste of time using email as the primary communication tool is.

Solutions

Once again, it’s Cloud First to the rescue.  Why?  Because collaboration is at the
heart  of  a Cloud First  business.   By removing the traditional  barriers to good
work, old tools, old ways, too many bloody emails, we clear the path to getting
more done.

When working on a document, instead of one person working on it, saving their
work and then emailing a colleague for them to start, work collaboratively.  One
person works in the doc, shares it with colleagues who are able to open and work
on  the  same  document  at  the  same  time!   To  avoid  confusion,  you’ll  see  a
coloured indicator, or flag, showing who is working on which part of the doc.
Also, you can chat with your colleagues from within the doc, and the chat is
saved,  so  that  you  can  ask  questions  of  each  other  about  the  work,  without
needing to leave the doc.  

All documents will link to all other parts of the productivity suite, so if you need
to add a spreadsheet, table, graph, photo, slide, webpage, or whatever you can do
so without needing to leave the doc. 
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Let’s say you want your client to be able to see your progress, but not muck it up
by editing it, you can give them viewing rights to the doc.  They can be wowed
by how much you’ve all done and how amazingly you work together.  “Did you
all sit in a meeting to do this?” they’ll ask.  Smugly, you answer, “Nope, we just
worked together,”.  Now that’s cool.

If you do need to get the input from anyone not working on the doc, you can start
an instant message chat, or a video call, alone or as a group, right from your
desktop or mobile device.  
Boom, you get them in, have a quick chat, then drop out again.  Input received,
document updated accordingly, time for a celebratory cup of tea!!

The document, or parts of it, can be added to a team webpage, so that everyone
gets your latest  info.   This means that  knowledge is  shared more widely and
effectively, so there are even less meetings required!

Instead of staying tied to one PC, a little-known feature of working in a Cloud
First way gives you even greater flexibility.

Whereas now, it’s natural to save files to your dedicated computer, your files stay
in the cloud.  This means your files basically follow you wherever you go.  If you
login  to  one  computer  and  work  for  a  while,  logout  and  move  to  another
computer, your files are saved and available at the new computer.  They are up to
date,  too.   No  waiting  for  synchronising,  or  uploading,  or  printing  out  and
handing around.  
With no data saved to the computer, it no longer matters if that computer fails.
You don’t  lose  any files,  and you can safely  login  to  a  spare  computer  and
continue where you left off.   Even if you were in the middle of a file when the
original computer caught fire and burned a hole in your desk.

As mentioned above, client meetings can be held remotely.  Instead of enduring
the cost, time and carbon output of travelling to and from meetings, just book a
virtual meeting, or invite them directly from the project documents.

All of this is done without needing to book a meeting room, block out an hour or
more of time, wait for responses from anyone else, or even leave your seat.  You
may put  on weight  due to  the  lack of  exercise,  but  the  increased spare  time
provided  by  more  effective  working  means  you  can  go  for  a  run!   Yay
collaboration!

Examples

1. Collectively create a new product presentation
Create a presentation, setting up the slide layout and theme, as well as a general
outline  for  the  content.  Share  the  presentation  with  collaborators,  using

68



CLOUD FIRST
comments to assign different slides and sections. Each collaborator adds product
launch details  like  market  research strategies,  budgets,  or  key timelines.  Add
visuals such as images, graphs, and videos.

Benefits

● Eliminate multiple versions with real-time collaboration in a single deck,

and easily keep track of changes collaborators make. Every change is
automatically saved.

● Improve  the  quality  of  the  slides  with  targeted  discussion  in  the

comments.

● Provide a consistent look and feel across all slides, eliminating the need

to reformat themes, layouts, and content from multiple versions.

2. Develop promotional material with vendors
Collaborate and securely share files (like product designs, quality guidelines, and
mock-ups)  with  suppliers  and  vendors  in  documents.  Manage  to-do’s  and
production activities with a shared task list in spreadsheet. Then, hold weekly
video calls with suppliers and vendors to review the files in shared folder, discuss
the task list status, and resolve production issues together.

Benefits

● By improving collaboration  and reducing  cycle  times,  your  team can

bring products to market faster.

● Reduce email messages between the internal team and external suppliers

with shared documents.

● Improve  the overall  product  with creative  brainstorming and problem

solving over video.

3.  Manage a creative campaign
Agency and client teams create a strategy and action plan together in real time
using Google Docs. They mock-up creative ideas in Slides, where everyone can
view and comment on the work. They share the assets they create, such as large
images or video, on  Drive, so that those assets are secure and accessible from
desktop or mobile devices.

Benefits
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● Cut planning and review cycles by as much as 60%, or more.

● Securely share huge files (up to 5TB) with teams inside and outside the

company.

● Preview videos from any device without downloading them.
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Exercises

Now it’s your turn again.  These exercises will get you collaborating in ways you
never thought possible.  Do them in order, but don’t worry about rushing them.
The  key  is  to  make  sure  you  do  them  properly,  otherwise  the  exercise  is
pointless.

1. Create new documents, share them with colleagues, clients and prospects
that may need to be involved.   Make sure only those who need to, can
make  changes,  and  make  good  use  of  the  chat  feature  within.
Experiment  with  sharing  ideas,  asking  and answering  questions  from
inside the docs.  Then use text and video chat to have one to one, or one
to many, conversations and cut the need for official meetings.

2. Create a Hot Desk environment.  No one has a fixed desk, even the boss!
Try to rotate your team so that they get to talk with, work with and know
more members of the team.  Especially those they may not have worked
with much before.  If you can, encourage the use of different devices, to
remove the habit of  always using the same computer.   Finally,  set  up
your people to work remotely more.   Using the chat and video features
above, you can maintain staff engagement and inclusivity, while perhaps
realising that those fancy new offices you were looking to expand into
aren’t needed after all. 

3. Go paperless!   This can be a big one.   By needing fewer meetings and
getting more done within the documents created, there is less need to
print things out.   The cost savings can be huge, in paper, toner, printer
maintenance and energy usage.   Going paperless is a big step towards
becoming a greener, more sustainable business too. 

In  this  chapter  we  looked  at  some  common  problems,  some  solutions  for
improving the teamwork of your people, and some examples of how others have
done the same.  Lastly, I set you some exercises to do yourself.  Once completed,
you are over half way to becoming a truly Cloud First business.
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7 Security

“Distrust and caution are the parents of security”
(Benjamin Franklin - US Founding Father)

“You can’t have privacy without security”
(Larry Page - Google Co-Founder)

Security is a huge topic and, arguably, should be chapter number 1.   But I’m
contrary, as you should know by now.

The reason security, as a separate topic, has been left until now isn’t because I’m
lazy or security averse.  It’s because Cloud First businesses have security built in.
Google  themselves  call  Cloud  First,  “secure  by  design”.   As  we’ve  seen
previously,  Google,  Microsoft,  Apple, et  al  spend millions on building highly
secure data centres, staffed by highly paid experts in their fields.  

You should realise that storing your data onsite, or even at a local small data
storage  company,  is  akin  to  keeping  your  money  under  your  mattress.   Just
because you can see it, doesn’t mean it’s safe.

Let’s  look  at  some  of  the  scariest,  common  security  problems,  that  small
businesses like yours really face…

Problems

Cyber security / hacking is the big one.  

Bad people, criminals, or bored teenagers in their bedrooms, are all out to get
your data.   Or at least make money from your fear of losing your data.   This is
true.   There  is  even  a  black  market,  now,  in  so  called  “Ransomware  as  a
Service”,  where  criminals  with  ransomware  code  at  their  fingertips  sell  their
products to other criminals.   It’s a booming illegal business, as less tech savvy
criminals can now buy these services in the same they can buy and sell other
criminal items online.

We’ve previously covered the frightening realities of  Ransomware,  and other
cyber security hacks, in Part 1.   We’ve also covered the reality that instead of
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hiding  your  data  on  your  easily  hackable  computers  at  your  easily  robbable
office,  you should move your files to the services of a highly skilled,  highly
motivated cloud provider.  In short, if your computer is stolen or hacked, office
broken  into,  building  hit  by  a  tornado  of  man-eating  sharks,  your  precious
business and customer information will be unaffected.  Even if those same sharks
smash into one of your cloud provider’s data centres, their remaining data centres
will ensure your files are still unaffected.  It really is worth paying for.

And, it’s built into the Cloud First ethos, so by moving your business to the cloud
in the right way, you are automatically enhancing your security many fold.  That
is reassuring for both you and your clients.  And unsettling for your less knowing
competitors.

Who has access to what?

A far more immediate, and overlooked, area is who actually has access to your
files.  It sounds complicated but, simply put, your files are only as secure as the
keys to them.

If you just add more and more files, giving everyone in the business access to
them, then you are leaving yourself wide open to mistakes and malicious intent.

It only takes one mistaken right click, by the wrong person, to wipe out all the
data you have.   If your admin manager has access to sales documents, whose
fault is it if they accidentally delete them?  Theirs, or yours for not putting the
right process in place? 

If you sack Billy for being always late and sullen, but don’t revoke his access,
whose fault is it when he sneakily copies all your customer data to a USB stick
and sells it to a competitor?

If  you  constantly  leave  confidential  payroll  information  about  your  staff  on
screen, unlocked, while you go for a lunchtime power walk, whose fault  is it
when your employees find out you pay the men more than the women and burn
your office down in protest?  

If your intern brags that she uses your company's Facebook page to “hilariously”
insult the accounting Senior Partner’s choice of golfing trousers, whose fault is it
when you are successfully sued and must close the business?
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Solutions

Disaster planning

While the manhunt for Billy continues, special forces scouring the beaches of
Thailand for his pale, spiky haired, Pina Colada drinking figure, how do you get
the data back that he stole?

Once your admin manager has stopped crying, begging and pleading for you not
to sack her cos it was just a simple mistake that anyone could have made and
she’s been with you for years and would never delete all the files on purpose…
how do you get the data back that she deleted?

While huge, hungry man (and woman) eating sharks rain down from the skies,
smashing buildings, chomping pedestrians and floundering in puddles, causing
you and your team to take refuge in a nearby WWII bunker armed only with two
laptops, one 4G dongle and a Pot Noodle, how will your business recover?

Much as I enjoy these James Cameron-esque disaster scenarios, there are real
plans you can implement to offset the devastation they cause.  

As we’ve seen, by utilising the now ubiquity of WiFi and 4G, you can continue
to access your company data even in the worst of scenarios.  While you get busy
rubbing your hands together to try to create enough warmth to boil a Pot Noodle,
to share among the team, your valiant staff carry on sharing docs, holding virtual
meetings and getting stuff well and truly done.   

To use Robert Baden Powell’s words for the Scouts, “Be Prepared”.

Disaster planning is much more than only thinking about worst case scenarios.
Cloud First businesses are designed with disasters in mind.  By making the most
of the tools and methods available to Cloud First  businesses,  you are already
taking advantage of the best disaster planning money can buy.

Examples:

1. Billy.

Yep, Billy has nicked your data, so you’re well and truly stuffed, aren’t you?
Well, no.
You had the presence of mind to add a cloud to cloud backup service, to your 
portfolio.  Wait!!  Isn’t the cloud backed up?  you cry… Yes and no.  The data 
you have is safe.  If you delete it, the cloud provider has no way of knowing 
whether you meant to delete it or not, so they only hold deleted data for 30 days.
Most deletions aren’t noticed for over 30 days so you can see where the problems
start.
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Ahah! Goggin, I knew you were a con artist.   This cloud stuff isn’t secure after
all.

Hold your horses there, mate.   If you add on a cloud to cloud backup service,
then your data is safe.  Once Billy’s done his deed and skipped off to Koh Samui
with the loot, you can just ask your IT person to retrieve all the files from any
date you wish.  Then, in two shakes of a Great White’s tail, your files are back as
if Billy had never existed.  So there, Billy.

2. Facebook Foul Up

While you shouldn’t necessarily block Facebook use in the office, there are plans
and processes you can make to avoid being sued by an irate abuse sufferer.  
If you create a system or process that describes what is and isn’t permissible, you
can ensure that your staff sign a document pertaining to it.  That means that they
are responsible for their actions and steps can be taken to deal with such acts of
gross misconduct.   Some people are just not aware of the consequences of their
actions,  so having this  in  place will  make them think twice.   Your  ability  to
sanction them, if they do overstep can reassure your clients and partners that you
take them seriously too.

3. Sharknado

As alluded to in the previous few paragraphs, the fact that you are no longer
restricted to using a specific location, device or internet connection means that
you are protected.  Not only are you free to work anywhere, anytime, but you are
still able to do so when all around you is collapsing.
While you’ll still need a chainsaw and a getaway truck, at least you’ll know that
your team can still serve your clients, while bouncing around in the back seat as
you  heroically  speed  through  the  torrent  of  slashing  teeth  and  away  from
imminent doom.
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Exercises

1. Adopt and roll out 2 Factor Authentication (2FA) 

2 Factor Authentication sounds fancy but is actually just setting up a secondary
device to allow you access to your systems.  As an example, with 2FA enabled,
when you login to your computer, a text message with a security code will be
sent to your mobile phone.   You enter this code on your computer screen and
then login.  Why?  This extra step eliminates the risk caused by someone stealing
your computer, username or password.  You can even create a backup device, so
that if your computer and mobile are stolen you can still  logon and wipe the
stolen devices.

2. Create super users, manage admin 

Basically designate a few power users with high access permissions to your data.
They can then manage access for the rest, and each other.   This eliminates the
risk of Accidental Admin person deleting all the data in the first place.

3. Setup Cloud Backup

This is simple, cost effective and very efficient.  Any files deleted, regardless of
how long ago can be restored in a matter of a couple of clicks.

Summary

This chapter has been a more light-hearted look at areas of risk in your business.  

We’ve seen some examples of potential issues, with some solutions that you can
put in place to mitigate those issues.

You’ve also been through some exercises yourself, to show you how to adopt
those solutions.
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8 Momentum

“Momentum builds success”
(Suzy Kassem - American author and philosopher) 

Now that we’ve learned a hell of a lot, hopefully you’re all fired up and raring to
grab the cloud by the horns, or whatever ham-fisted cliché you prefer.  It’s all too
easy to get excited and get started, only to tail off when real world issues arise.
Something will crop up that needs a quick solution, so you fall back on old habits
that you know better.

This chapter will help you avoid that.   We’ll work out how to keep the initial
excitement and momentum going long after you’ve made the move to the cloud
and are dealing with very real-world situations.

Problem 

How do we put this together and avoid falling back on old habits? 

One of the biggest obstacles, with any change, is the temptation to stick with
what you know.   Using the old ways as a security blanket feels logical but is a
false security.  If those old ways are always available, you’ll always be tempted
to use them.  

Are some of your people picking up the new ways more slowly than others?  The
temptation is to fall back on meetings, handwritten notes, etc, just for now.

Is a client constantly plugging for updates, but not joining your new chat based
systems?   The temptation is to go back to sending updates via email, just this
once…

Billy  looking  all  sweetness  and  light,  tanned  and  relaxed  after  his  surprise
holiday to South East Asia?   Aside from the temptation to give him a slap, it’s
also tempting to let him carry on as before, with all the data access he previously
had.

Not this guy and not you!

Here are the ways to help you stay on the right track.
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Solutions

1. Remove legacy Office software.

Yes, you read that correctly.  This is like ripping off a big fat plaster, that’s been
covering the big scar you have on your hairy leg.   It hurts when you move it,
pulling on those hairs, and you never get past the first inch.  So yank it off, I say!
Hair, blood, skin and all!  

Uninstall all legacy software, that has been replaced by the cloud equivalent.  No
more Outlook’s familiar, but unwieldy broadband killing, face.

Your client sent you a Word document?  No excuse, open it in your cloud system
and watch it auto convert and appear unchanged.

It seems like a big deal, because it is a big deal, but the old software you were
using is the single biggest obstacle to using new ways.  Especially if you’re using
Microsoft’s cloud, as they put little teasers in your way at every step.   It’s not
really  their  fault,  they aren’t  evil.   They just  still  make a  lot  of  money from
selling software, so are used to everyone downloading it and using it in the old
ways.

So begone Office, I say, begone!  You’ll thank me for this, and not just because
your  computers  will  suddenly  run  faster  without  all  that  old  Office  baggage
clogging up the disk drives.

2. Create new processes for team members 

You’ll  have  done  some  of  this  already,  during  your  planning  and  migration
stages, but use this opportunity to make sure everything you need is covered.  

No more printing stuff just to put it in the shredder.

No more being unsure how to share thoughts and ideas within a document.

No more looking at  train timetables  for  that  regular,  yet  unnecessary,  trip  to
client number 2.

You can use old processes as a starting point, as long as you make sure to change
them with the new Cloud First ways in mind.

3. Measure success of new ways in time and effort saved 

Keep  track  of  time  saved,  money  no  longer  wasted  and  staff  engagement.
Measure it against your bottom line, monthly, quarterly and annually.  

I’m not sure there’s a bigger motivation for the top people in a business to stay
motivated than improving revenue and profit numbers.
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4. Reward adoption and progress of new ways 

Write adoption of cloud skills into your staff objectives and hiring methods.

Create a skills adoption matrix and measure each of your staff against each part.

Reward your people for their  adoption,  learning and continued use and rising
skill level.

Find out  what  motivates them and reward them accordingly.   Watch how the
momentum continues, instead of dropping away.

You may even see an increase of people wanting to work for you and with you,
when they hear your own people eulogising about how much they love the new
ways of working at your company.

Examples

1. The Accountant

Each member of the team now saves upto 2 hours per week, per person.   The
owner is so happy with the increased productivity that she now gives everyone
Friday off.  Every week.  Their clients are well served and as more come in, the
business is able to take on more staff, too.

2. The Graphic Designer

The computing power needed to perform both general tasks and design tasks has
reduced, now that the general tasks take place in the cloud.  Data not required to
be stored on local devices also contributes.   Overall  the business is having to
replace computer  equipment  every 5 years  instead of  every 2-3.   The money
saved has paid for a fancy coffee machine and team trips to art  galleries and
museums for inspiration.

3. The Architect

The time and money saved by removing the need for travel to and from head
office, by staff at remote offices, has been immense.  Not only do staff feel more
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motivated but the company can now pay for team get togethers, expenses paid, to
build relationships.

It’s important to keep the end goals in mind when starting on a path like this.
Adoption  is  tricky  and  time  consuming,  staying  motivated  to  continue  is  a
challenge.   In this chapter we learned how to keep that momentum going and
feed it into the people who count, to avoid falling back on the bad old ways.
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Part Three: Getting Started

“The secret of getting ahead is getting started” 
(Mark Twain, Author)
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Welcome to Part Three.   It’s time to put everything we’ve learned so far into
action.  It’s time to start to transform your business.  

There’s  been a lot  for  you to take in,  I  know, so this part  is  split  into three
sections:

Assess

This is where you use the previous exercises to work out where your challenges
are.  What is currently not working?  What can be improved?
It’s not all negative.  You’ll also decide where you want to be, how you’d like to
operate and how you want others to see your business.

Prepare

Fail to plan and you’ll plan to fail, as they say.
Once you’ve decided on your challenges, direction and what to do get there, you
need to prepare for it.   Depending on the size and shape of your business, this
could mean splitting the migration process into teams, or a “pilot group” of your
power users, or a particular office ahead of the rest.
You’ll decide how to run the migration, piece by piece, or a “big bang” approach.

Innovate

This is it.  This is where you’ll start the actual process of moving your business
to cloud and becoming a Cloud First business.
There’s quite a bit of technical stuff in this stage, unfortunately, due to the nature
of the work.  Don’t worry, I’ll take you through it.
You’ll also work out your momentum piece, for the end, so that you can keep up
the excitement generated by this process.

Each section will help you with the practicality of this process, but also uses what
you’ve learned so far and makes it a little more tangible for you.
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9 Assess

“There are three methods to gaining wisdom.  The first is
reflection, which is the highest”.  

(Confucius, Philosopher)

Assessing your business is not a task just for the owner, you’ll need to involve
everyone who works in your business.   You could also involve clients, too, if
you’d like input on what they think needs improving.

This  might  be  the  easiest,  or  the  most  difficult,  depending  on  how you  ask
yourselves these questions.

Questions

1. What are our three biggest challenges?  
They can be as small or large as you want but choose three that are the biggest
obstacles to you getting done what you need to.

Answers might include:

● Our IT is unreliable and impacts the business every day.

● Each person in the team does the same tasks in different ways, so results

vary.

● We seem to keep ordering blue pens, when we really need black ones.  

● Everyone  goes  to  lunch  at  the  same  time,  leaving  the  phones

unanswered.

● Everyone goes to the pub at lunchtime and comes back less motivated to

work.

● We always ask “how high?” when clients say “jump”.

● We don’t seem to make any more money, no matter how many hours we

work.
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2. Where do we want to be?  

Again, as small or large as you want.

Answers might include:

● Top agency in our geographic location / area of expertise / niche served.

● Win awards each year.

● To have a waiting list of clients dying to work with us.

● Have a queue of great people dying to work for us.

● Grow by X amount year on year.

● Featured in industry or national news publications.

● Envied by competitors and peers.

3. How do we get there?

This is a tougher one.  You might not know the ins and outs of it, you may need
to hire a specialist to help you but answering this will help you to make sure that
whatever you do follows this goal.

Answers might include:

● Hire more people

● Open more offices

● Explore new business opportunities

● Embrace new technology

● Apply for funding

● Improve relationships with clients

● Sponsor a local sports team

The answers are completely individual to you but play a crucial role.  You can’t
begin to innovate without dealing with these three questions first.

86



CLOUD FIRST
In this chapter we started on the path to transforming your business into a Cloud
First business.
We looked at why you should assess your current business, what you’ll get out of
it and how to do it.
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10 Prepare

“There are no secrets to success.  It is the result of preparation,
hard work and learning from failure” 

(Colin Powell, retired statesman and US General)

In this chapter we’ll prepare for business transformation.  There are a number of
vital questions to answer, before we go headlong into a Cloud First migration.

As we’ve said, preparation is key.  Before we go forward, let’s look at what we
know so far.

1. You’ve decided that  becoming a Cloud First business is  vital to your
future success.

2. You’re willing to put in the work and effort to make it happen.

3. You’ve assessed where you are, what isn’t working and what you want
to look like at the end.

Part of this process is asking more questions, but we are starting to get more
technical, so you may need to involve your IT support provider for some of them.

Questions

1. How many users / people will be affected?  
This includes all staff and any external users who may need access to your email
or file systems, such as marketing agencies who send emails on your behalf.  You
also need to know how many computers or devices are in use.

2. How many offices do you operate from?  
Either permanently, or on a flexi basis. You need to know how many, where they
are, what their internet capability is.

3. How much historical data to you have?
Get your IT provider to find this out for you.   You’ll need to know how many
email mailboxes you have, including groups, and their sizes.  You’ll also need to
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know how many files you have, their sizes, whether they belong to individuals or
teams and how recently they were used.  Collate all of this in a spreadsheet.

4. Big Bang or gradual roll out?
This answer will largely be decided by the previous questions.  Don’t stop there,
though.   If  you  have  a  very  tech  savvy  team,  who  are  itching  to  use  cloud
services, a onetime hit could be best.  If you have more than ten or fifteen people,
with varying tech knowledge, who’ve worked at the company for many years,
then the roll out should be staged to offset the complexity.

5. What’s your timeline?
Again, depending on the size and complexity of the business and data involved,
this could be a couple of months, or as many as twelve.
Even if you just set a date for when you want it all done and dusted, at least you
have something to aim and measure against.

6. Do you need specialist help?

Now’s the time to ask this.   If you’re confident and plan well, you can do this
yourself.   If  not,  find a  good Cloud specialist  now.   Grill  them on what  they
know,  however,  don’t  just  ask  your  usual  IT provider.   After  all,  the  reason
you’re reading this is because they aren’t able to help you at the moment.

7. Do you have a Champion?
This is mainly for businesses with more than ten people.   You should allocate
someone as your Cloud Champion, preferably a staff member that everyone likes
and respects.  Not the new intern, as their efforts might be ignored.  They will be
tasked with  ensuring  everyone  else  gets  all  the  right  information,  knows the
timelines, and does their own prep work.

8. Do you have an education plan?
Basically, this is a set of news updates and information shares that ensure your
people are kept up to date, informed and aware of what’s happening, when it’s
happening and what they’ll need to do.
As  you  formulate  the  plan,  you’ll  need  to  intersperse  with  short  training  or
education spots so that people aren’t overwhelmed at each step.

9. Is everyone excited?
This one may seem frivolous, but I think it’s important.   If people are excited,
they are less resistant to change.  They will embrace it more and be more inclined
to want to find things out for themselves.  See question Six to make sure they get
their information from you, rather than doing random Google searches for things
that may or may not be relevant to your particular process.
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10. Have you told your clients?

Once everything is planned and ready, make sure you tell your clients what’s
happening.  
What you’re doing is  a big deal  for your  company.   Done right,  it  shouldn’t
impact your clients.   However, it can benefit you to educate clients too, as they
will see that you’re serious about technology, change and serving them better.
They  may  start  to  ask  questions  themselves,  which  can  help  with  your
relationship with them.

11. Are you ready for change?
Are you?  Really?  Excellent.

Exercise

Get cracking.  Go on, stop reading and get doing.

In this chapter we asked many questions, answered them honestly, and planned
your transformation.
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11 Innovate

“Innovation distinguishes between a leader and a follower” 

(Steve Jobs, CEO Apple)

“When you need to innovate, you need collaboration” 

(Marissa Mayer, former CEO Yahoo)

In  this  chapter  we’ll  start  the  technical  migration  work.   However,  you’ve
planned to do it, and whoever you have to help you, this is where it gets serious.

I’ll take you through it, step by step.   This chapter might get quite technically
detailed,  but  I’ll  give  prompts  for  you to  ask  an  IT  expert  if  anything  isn’t
clarified here.

There are three main parts to this chapter:

1. Getting Ready.
Fixing  your  existing  problems,  (anything  that  isn’t  covered  by  the  Cloud
migration, or will stop the migration from happening).
Finalising your plans.   You’ll likely have discovered elements that you missed,
during the preparation phase.

2. Deployment and setup.
This is the nuts and bolts of the techie migration stuff.  

3. Training and starting the momentum.
Making sure your people are trained enough to get started, and they can learn
more to keep up the innovation train.

Let’s look at each part in more detail.

1.  Getting Ready:
If you have an IT expert involved, get them to fix any lingering issues.   These
will vary, but may include:

● Ensuring your broadband is up to snuff.  
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● All your computers and devices have the latest necessary software and

security updates installed.

● Any hardware issues have been fixed, all that aren’t replaced / removed

by this cloud migration.

Go  through  your  plans  a  few more  times,  make  sure  everyone  is  ready  and
excited.

2. Deployment and Setup:

Let’s get technical.
NB:  It’s always best to perform migrations over a weekend.  There is less chance
of disruption to email and more time for you to stay focused.
On Monday morning, ensure you and your IT expert are onsite, or available on
the phone for remote workers, to help with every step of the process.

● Verify your domain ownership.

You can verify your domain in any of several ways, depending on which is most
convenient. To do this, you'll need to update either your domain's DNS settings or
files on your domain's web server.

● Create your Cloud user accounts.

If you’re doing a big bang approach, create all of your cloud user accounts now.
If rolling out gradually, create accounts for the first group who will be migrated.
Once accounts are created, use a simple system to inform your users of their new
login credentials.  Text messages are best and more secure, but if you have to you
can print out an interim password and ensure that users change it upon first login.

● Setup duplicate shared email groups, such as distribution lists for Sales,

Admin, etc in the cloud portal.
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● Setup  Dual  Delivery  (email  forwarding)  from  your  legacy  email

provider.
This  step  provides  a  belt  and  braces,  interim,  email  setup.   Emails  that  are
delivered to your business will come into both the new Cloud setup and also the
legacy email setup.   This ensures that no emails are lost, but also that anyone
who isn’t being migrated yet can still send and receive all emails they need to.
There is no change to your MX records yet, so nothing is disrupted.
Ensure that forwarding rules are setup in the legacy email system, for anyone
who is being migrated now.

● Migrate user email data using the legacy mail system.

Whichever cloud provider you’ve chosen, there will be a connector system to
enable you to pull all your existing email data up to the new cloud system.  This
might be per computer, if you are a small company, or directly from your email
server.
There a couple of things to bear in mind:
This may take a long time and may need you or your IT expert to babysit it.
Often these things time out or lose connection midway through and the last thing
you want is to assume it worked only to find out it crashed after an hour.
Make it a policy not to migrate “deleted items” emails.  Too many people use the
deleted items folder as either a filing system or a safety net for their laziness.
Make sure everyone knows that old deleted emails won’t be migrated and that
everyone needs to have made sure there is nothing that they’ll need in them.  If
they contain emails that are needed, make sure they are moved to another folder
before the migration.  If not, they will be lost.
I can’t impress how vital this is.   Worrying about deleted unneeded emails can
drastically complicate and lengthen the migration process.
Don’t do it.
Ever.
     

● Migrate user files using the legacy file system.

Similarly, to the previous step, now is the time to move the files of users being
migrated.

● Create new folders in the cloud portal.

● Assign relevant permissions to the folders, by team, role, etc.

● Add users to those permissions, i.e. Billy to the Sales permissions.

● Copy manually, or using an automated tool, the required files to the

correct folders.
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As you do this, get users to confirm that they can access the files they should
expect to and fix permission issues along the way.
Again,  this  will  be  time  consuming and complex  so  ensure  no  one  is  using
duplicated files or using their on screen recycle bin as a filing system.

● Change  MX  Records  -  NB:  ONLY  ONCE  ALL  USERS  ARE

MIGRATED.
Point your MX records to the Google email servers, in this way all the incoming
mail will go directly to your Google mail inboxes without being relayed by the
legacy email system.
Using Google’s cloud service as an example, your new MX records should look
like this:

Name/Host/
Alias

Time
to
Live
(TTL
*)

Recor
d
Type

Priori
ty

Value/Answer/Destination

Blank or @ 3600 MX 1 ASPMX.L.GOOGLE.COM

Blank or @ 3600 MX 5 ALT1.ASPMX.L.GOOGLE.
COM

Blank or @ 3600 MX 5 ALT2.ASPMX.L.GOOGLE.
COM

Blank or @ 3600 MX 10 ALT3.ASPMX.L.GOOGLE.
COM

Blank or @ 3600 MX 10 ALT4.ASPMX.L.GOOGLE.
COM

● Remove old legacy software.

Everyone is now set up in the new cloud system, so they have no need for their
old software, right?  Right!

Go around every computer and uninstall Microsoft Office.   I’m not picking on
this particularly, even if you’re using Microsoft’s cloud service.  I’m making sure
there’s no temptation to go back. 
You shouldn’t meet any resistance, but you do need to have the training program
ready so everyone can at least get started in the new system.
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Don’t include things like accounting software, timekeeping software or anything
industry specific for now.   They should be tackled separately and with a new
plan, so as not to overwhelm and confuse.

Just like that, you’re done!

Remember this is just the beginning.   Everyone is now fully migrated; the next
step is to get them working.
     

3. Training and Momentum

It’s Monday morning, your users have their login credentials and are all looking
at you to help them get on their way.

●  Firstly,  make sure they can all  logon.   Once in their  portal,  show

them  how to  read  and  send  emails,  how to  use  labels  instead  of
folders for filing them.

Labels are better than folders.  You can only file an email in one folder, but you
can apply multiple labels.  An email that contains sales and pricing information,
can have sales and pricing labels, so can be found whichever term you search for.

● 2. Show them how to create, save and share documents.   Also show

how  to  chat  inside  the  docs.   This  immediately  demonstrates  the
power and time saving capabilities.

● Enable contact sharing.  As it suggests, this gives everyone access to

the  contact  list,  making it  much simpler  for  everyone  to  be  more
involved with communication.

● Setup  shared  calendars.   A  simple  task  that  empowers  everyone.

Rather than a snooping tool, this informs everyone what each has on.
Improving  scheduling,  client  communications  and  internal
communications.

● Instant Messaging and Video Chat.

These are usually run from the same tool.  Encourage everyone to use IM to chat
informally, link relevant docs and start using video chat.  This quickly improves
productivity and time otherwise wasted hunting for updates.
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● Mobile devices.

Ensure  mobile  devices  are  setup  to  access  the  new  cloud  service.   This
encourages users to get away from using the same old computer.  It opens them
up to a more flexible way of working and also demonstrates how much more
secure their data is at the same time.

● Printers, scanners, etc.

Now that everyone is working, setup printers, scanners, etc for each user.

● Skills matrix.

This time a meeting is best.   Get everyone together, either onsite or via video
call, and show them the skills matrix.   Introduce them to the prospect of being
measured and, therefore, rewarded for keeping up the momentum.   Those who
also help others learn more should be rewarded in addition.

Phew,  that  was a  busy one.   I’ve tried to  keep it  simple,  but  there  are some
technical bits that you may need help with.   No matter, most of them are easy
enough for a techie to follow, even one that is close minded and traditional!

In this chapter we took the exciting steps to migrating your users to their new
way of working.  Congratulations!  You are now a Cloud First business!
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Summary: The Future of Work

Can you see it?

As I said in the beginning of this book, my aims are threefold:

1. To demonstrate what the Cloud is and what it can offer you, your 
business and your team.

2. To cut through the myths and common objections, in a clear and concise 
way that you can easily understand.

3. Try to entertain you along the way. 

I hope I have succeeded in these aims and, hopefully, you’ll get in touch to tell 
me one way or the other!

Don’t worry if you still feel a little overwhelmed. I appreciate that the subject of 
the book is large and can seem daunting, there’s  a lot to take in, and may take 
you a few more reads before you feel you have. 

That’s great, if my book is read more than once I’ll be over the moon!

My biggest hope is that you start to feel excited about your business IT. During 
your work you start to see things that you took for granted before, but now think 
could benefit from some changes.

Can you see the future of your business more clearly now?
Can you see more freedom, greater flexibility, fewer restrictions, improved 
security, lower costs and happier clients and employees?
If you can, then this book has been worth your time.

If you can’t, then this book is still worth your time.  
You might not feel that the Cloud First way is for you, but now you really know 
what it is and what it can offer. It’s possible that you’ll change your mind in the 
future, and that’s fine too.

So, what now?
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To book a free assessment of your current IT status, and find out how moving to 
the Cloud could help you, send an email to info@innovo-it.com or call: 
01634 766055

If you’re not ready for an assessment yet, there is lots more useful free content 
for you on the website innovo-it.com

For general enquiries, questions, or to point out that this book is a load of 
rubbish, email me direct at paul.goggin@innovo-it.com.

You can also connect with me on LinkedIn, here: 
https://www.linkedin.com/in/pgoggin/
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THANK YOU!

Lastly, I want to say a big thank you.  This book has been a labour of love and 
something I felt I needed to write.  It’s taken (much) longer than I expected but 
has been worth it.

I appreciate that you have many priorities and juggle many things both in work 
and in life.  The fact that you’ve chosen to set aside some of your precious time 
to read this book, is both humbling and exciting. It’s also proof that I’m not a 
crazy, rambling lunatic and that some of you do share my vision.

Even if all this book did was make you chuckle at my Sharknado references, 
Thank You.

Paul
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ABOUT THE AUTHOR

Paul Goggin has over 20 years of IT industry experience, in some of the largest
global corporations.  Turning his attention to the needs of small businesses on
tight budgets, he specializes in helping them use Cloud technology to save time,
cut costs and become greener in the process.  Learn more at www.innovo-it.com/
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